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student near UT, Albania in collaboration with NTNU, Norway);
training, mentoring and awareness & more…
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PHD TOPIC

e-Health Systems: secure information
transmission and storage

Unpatchable: Living with a Vulnerable Implanted
Device



Sometimes, hackers make the worst patients...

Lorenzo Franceschi-Bicchierai, Vice Motherboard



With connectivity comes vulnerability….



PACEMAKER EVOLUTION



TRUSTING MACHINES



IOT

The Internet of Medical ”Things” is real,

and people’s heart are wired into it...



REMOTE MONITORING



POTENTIAL THREATS
• Device is vulnerable?
• Access point is vulnerable?
• Mobile network is compromised?
• Server at vendor is compromised?
• Web site that doctor logs in to is vulnerable?



• Patient privacy issues
• Battery exhaustion
• Device malfunction
• Death threats and extortion
• Remote assassination scenario...

POTENTIAL IMPACT



“We need to be able to verify the software
that controls our lives”

Bruce Schneier on “Volkswagen and Cheating Software”



PACEMAKERS ARE VULNERABLE

Source: Daniel Halperin, Thomas S. Heydt-Benjamin, Benjamin Ransford, Shane S. Clark, Benessa Defend, Will Morgan, Kevin
Fu, Tadayoshi Kohno, and William H. Maisel. Pacemakers and implantable cardiac defibrillators: SoIware radio aKacks and zero-

power defenses. In Proceedings of the 29th Annual IEEE Symposium on Security and Privacy, May 2008.





WHY?





“There will be bugs”



THE BENEFIT

OUTWEIGHS THE RISKS
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CONCLUSION

Questions and Discussion

Thank You!


